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Banking Trojans Attack SMS Verification Codes

Eweb-link for this article>]

The prevalence of online banking fraud has led banks to develop new methods of validating
transactions and protecting their customers. These include using out-of-band communication,
such as SMS, to send a verification code that the customer must enter online. At least two
trojan families are now circumventing these methods.

ZeuS trojan variant Mitmo targeted Symbian and Blackberry mobiles in September 2010,
intercepting the authentication SMS and forwarding it to the attacker. The attacker uses the
victim's infected computer as a proxy, logging in to the banking website with stolen credentials
and using the intercepted authentication code.

Trojan-Spy:W32/Spyeye is a Windows trojan toolkit that since April has been deploying
Trojan:SymbOS/Spitmo, a Symbian mobile phone trojan that, once installed on the customer's
phone, intercepts the mTAN (mobile Transaction Authentication Number) SMS sent by the
bank and sends it to the attacker by HTTP. A new variant targeting the popular Android mobile
phone platform appeared in September.

It is apparent that the developers of ZeuS and SpyEye are two separate groups of criminals,
some SpyEye variants search for and disable ZeuS infections, but later variants show the
source code has been merged, so the groups may have joined forces.

The attackers target different banks in turn, tailoring the malware to the bank's practices so that
victims do not notice anything amiss.

Yui Kee Chief Consultant Allan Dyer commented, "In May 2010 I wrote, '"Two trends are on a
collision course, on one hand, smartphones with internet browsing are becoming cheap and
common, on the other hand, banks are desperate to counter online insecurities by using
out-of-band transmission of a one-time-password. How soon will it be before malware that
collects your account details as you browse your bank website, initiates a transaction and
silently collects and uses the OTP sent by SMS exists?', the answer to my rhetorical question is
not long at all!"

Online banking users should:
0  Only use their own computer for online banking
o  Protect their computers and mobile devices using anti-malware software

O Be cautious about installing any software
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O Be aware of the social-engineering techniques used by attackers, and contact their bank if
they receive suspicious messages

More Information
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First SpyEve Attack on Android Mobile Platform now in the Wild
SpyEve banking trojan: now with SMS hijacking capability

Android banking trojan intercepts security texts|
SpyEve mobile banking Trojan uses same tactics as ZeuS

No longer just the 'Dirty Dozen'
Android SpyEve Spitmo Discovered|

/euS Variants Targeting Mobile Banking

/euS Mitmo: Man-in-the-mobile (1)
ZeuS Mitmo Strikes Again: Polish ING Bank]|

Pioneering IT Titan Dies
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Dennis Ritchie, father of C and co-developer of Unix died on 8th October 2011 after a
prolonged illness.

Working at Bell Labs in the 1960's and 70's, Ritchie created the C programming language and,
along with Ken Thompson, Unix. The C language allows fine control of the underlying
hardware while providing the power of high-level features, making it an ideal choice for
developing a general-purpose operating system. Unix was a successor of Multics, an early
timesharing operating system, but it simplified it, keeping the best and developing its own
philosophy, including everything is a file and providing small, simple tools that can be linked in
scripts to provide complex functionality. Together, C and Unix were hugely influential on
minicomputers in the 70's and 80's, and many Unix variants proliferated.

Today, C is still the world's second most popular programming language, after Java, which
owes much to C in its heritage; and Unix variants, including Linux and Mac OS X, are
widely-used. For example, in [Netcraft's survey of the most reliable hosting company sites in |
September 2011} seven out of the top ten sites use a Unix variant.

In 1983, Ritchie and Thompson jointly received the Turing Award for developing Unix.
Ritchie's humility can be seen in his quote, "C is quirky, flawed, and an enormous success."

More Information

Dennis Ritchie: The C man who booted Unix]|
Dennis Ritchie]
Dennis Ritchie, Father of C and Co-Developer of Unix, Dies

Dennis Ritchie, co-creator of Unix and C, has died

Unix creator Dennis Ritchie dies aged 70

Dennis Ritchie obituaryl|

Most Reliable Hosting Company Sites in September 2011 |

Suite C & D, 8/F, Yally Industrial Building
6 Yip Fat Street, Wong Chuk Hang, Hong Kong

x

E == Tel: 2870 8550 Fax: 2870 8563
= N o
HETMEBARAR Z
e Ny http://www.yuikee.com.hk/

Yui Kee Computing Ltd. -2- October 2011


http://www.trusteer.com/blog/spyeye-changes-phone-numbers-hijack-out-band-sms-security
http://www.trusteer.com/blog/first-spyeye-attack-android-mobile-platform-now-wild
http://www.theregister.co.uk/2011/10/06/banking_trojan_steals_sms/
http://www.theregister.co.uk/2011/09/14/spyeye_targets_android_phones/
http://www.theregister.co.uk/2011/04/05/spyeye_mobile_trojan/
http://www.f-secure.com/weblog/archives/00002135.html
http://test.articles.yuikee.com.hk/photos/Page627/201005Security.pdf
http://www.f-secure.com/weblog/archives/00002236.html
http://www.f-secure.com/weblog/archives/00002037.html
http://securityblog.s21sec.com/2010/09/zeus-mitmo-man-in-mobile-i.html
http://www.f-secure.com/weblog/archives/00002104.html
http://articles.yuikee.com.hk/newsletter/2011/10/b.html
http://news.netcraft.com/archives/2011/10/04/most-reliable-hosting-company-sites-in-september-2011.html
http://news.netcraft.com/archives/2011/10/04/most-reliable-hosting-company-sites-in-september-2011.html
http://www.theregister.co.uk/2011/10/13/dennis_ritchie_obituary/
http://en.wikipedia.org/wiki/Dennis_Ritchie
http://www.wired.com/wiredenterprise/2011/10/dennis-ritchie/
http://www.i-programmer.info/news/82-heritage/3184-dennis-ritchie-co-creator-of-unix-and-c-has-died.html
http://www.bbc.co.uk/news/technology-15287391
http://www.guardian.co.uk/technology/2011/oct/13/dennis-ritchie?newsfeed=true
http://news.netcraft.com/archives/2011/10/04/most-reliable-hosting-company-sites-in-september-2011.html
mailto:info@yuikee.com.hk

http:/f'www.yuikee.com.hk/

sSecurity Software

Support & SEELIrIty‘

Dhstmbution

= Agit=- Y ois

* Anti-Spam 1 GHT‘

sEncryption Peace f-"f Mind
Is Our

sInformation Secunty
Consultancy

«Alert Services & Web
Monitorue

sEtluce, Safety &
Security

E'Learning {_-lm?lilffﬂjib’lfr Educatiﬂn

«Content S
Corrcnd vom
Dievelopment

*Traming

Froject Development
&z Management

*Eincational Softvware
[hstribwtion

http://leducation.yuikee.com.hk/

Yui Kee Computing Ltd. -3-

October 2011



	Contents
	Banking Trojans Attack SMS Verification Codes
	Pioneering IT Titan Dies

