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HKMA Warns of Fraudulent Standard Chartered
Email

<web-link for this article>

The Hong Kong Monetary Authority (HKMA) has warned the public about an e-mail
purporting to be sent from Standard Chartered Bank (Hong Kong) Limited (SCBHK). The e-
mail links to a fraudulent website that redirects to another domain where users are asked to
enter their SCBHK Internet banking username and password.

SCBHK has said that it has not sent these e-mails to its customers, it has no connection with
the fraudulent website and it does not have a policy of sending e-mails asking its customers to
provide their passwords or verify their account information online.

At the time of writing, the redirection domain olecram.name has been disabled, and the
destination webpage has been replaced with an account suspension notice.

The case has been reported to the Police. Anyone who has entered personal information or
conducted transactions on the fraudulent website should contact SCBHK at 2886 8868 and
any local police station or the Commercial Crime Bureau of the Hong Kong Police Force at
2860 5012.

An HKMA spokesperson advised, “Members of the public are reminded not to access their
Internet banking accounts through hyperlinks embedded in e-mails, Internet search engines or
suspicious pop-up windows. Instead, they should access their Internet banking accounts by
typing the website addresses at the address bar of the browser, or by bookmarking the
genuine website and using that for access. If in doubt, they should contact their banks,”

More Information

Fraudulent email purporting to be related to Standard Chartered Bank (Hong Kong) Limited
Alert issued on bogus email
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http://www.news.gov.hk/en/categories/law_order/html/2013/04/20130417_172339.shtml
http://www.hkma.gov.hk/eng/key-information/press-releases/2013/20130417-3.shtml
http://articles.yuikee.com.hk/newsletter/2013/04/a.html

OFCA Clarifies Unsolicited Electronic Messaging
Rules

<web-link for this article>

In a response to Yui Kee's Chief Consultant Allan Dyer's questions, reported in last month's
newsletter, the Office of the Telecommunications Authority has clarified the meaning of
sender, writing:

We note that you may like to know more about the meaning of "send"
under the Unsolicited Electronic Messages Ordinance (UEMO),
Section 4 of the UEMO will be of relevance. Section 4(1) of the UEMO
stipulates that "send" includes cause to be sent and attempt to send.
Section 4(2) stipulates that if an individual authorizes the sending of a
commercial electronic message ("CEM") and he does so on behalf of
an organization, then the organization shall be treated as authorizing
the sending of the message; while the individual shall be treated as not
authorizing the sending of the message. Section 4(3) of the UEMO
further stipulates that if a CEM is sent by an individual or organization;
and if the sending of the message is not authorized by any other
individual or organization, the first-mentioned individual or organization
shall be treated as authorizing the sending of the message.

In order to help the senders to have a better understanding of the
regulatory framework under the UEMO as well as their responsibilities,
we have posted the Information for the Industry in our website at
http://www.ofca.gov.hk/en/industry focus/uemo/index.html. Besides,
Industry Guide is also available at
http://www.ofca.gov.hk/flemanager/ofca/common/uemo/uemo_industry
guide_e.pdf. Senders are always reminded to read the legislation in
its entirety and consider seeking independent legal advice where
necessary, so as to decide whether their practices are within the scope
of the legislation or not, and how to comply with the law. To enforce the
UEMO and ensure its compliance, we encourage the public to lodge
reports with us in case of any suspected contravention of the UEMO.

Dyer said, "I leave it to readers of this newsletter to decide whether this is a clear and
unequivocal answer to the questions I raised, that is, has OFCA clearly communicated these
responsibilities to Hong Kong organisations and does OFCA have any system to detect when
companies are not fully complying with the transitive nature of unsubscribes?"

More Information

ACMA Warns Groupon about Multi-List Subscribes

Unsolicited Electronic Messages Ordinance - Industry Focus
The Unsolicited Electronic Messages Ordinance An Industry Guide [pdf

In the News

<web-link for this article>

Yui Kee Chief Consultant Allan Dyer made a short appearance in a recent episode of The
Pearl Report, a weekly public affairs program aired on TVB Pearl in Hong Kong.

The episode dealt with identity and privacy, particularly in relation to recent government
proposals to remove some personal details of company directors from the Companies
Registry and the more stringent rules for the use of personal data in marketing that took effect
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http://programme.tvb.com/news/pearlreport/episode/20130429/
http://programme.tvb.com/news/pearlreport/episode/20130429/
http://articles.yuikee.com.hk/newsletter/2013/04/c.html
http://www.ofca.gov.hk/filemanager/ofca/common/uemo/uemo_industry_guide_e.pdf
http://www.ofca.gov.hk/en/industry_focus/uemo/index.html
https://upload.articles.yuikee.com.hk/newsletter/2013/03/a.html
http://www.ofca.gov.hk/filemanager/ofca/common/uemo/uemo_industry_guide_e.pdf
http://www.ofca.gov.hk/filemanager/ofca/common/uemo/uemo_industry_guide_e.pdf
http://www.ofca.gov.hk/en/industry_focus/uemo/index.html
http://test.articles.yuikee.com.hk/newsletter/2013/03/a.html
http://test.articles.yuikee.com.hk/newsletter/2013/03/a.html
http://articles.yuikee.com.hk/newsletter/2013/04/b.html

on Ist April. Dyer is seen from about 20:07, explaining his refusal to use his Hong Kong ID
card number as an authenticator.

TVB contacted Dyer for an interview after finding a 2011 article from this newsletter. After
viewing the finished program, Dyer commented, "I don't need the Privacy Commissioner
telling me to treasure an authentication method that is fundamentally broken. There are
alternatives, such as digital signatures. If a service provider does not offer a better method of
remote authentication then it should be the user's decision to choose between bad remote
authentication and inconvenient face-to-face authentication."

More Information

The Pearl Report 2013.04.29 - ID privacy
Privacy Protection in Hong Kong Allows Identity Theft

April Hong Kong Honeypot Report

<web-link for this article>

This is the sixteenth monthly report from West Coast Labs's honeypot in Hong Kong,
providing some indication of the type and level of malware threat in Hong Kong, but it is
only based on a single honeypot, so the conclusions should be treated with caution. The
number of attacks has fallen since February.

Average Time To Infect: 57 hours fourteen minutes

The average time to infect is an indication of how long it would be before a vulnerable
computer connected to the internet in Hong Kong became infected.

Summary

o  Total number of attacks : 13

O 6 are brand new to this honeypot.
Source of Attacks

The following breaks down where these attacks have come from by use of IP geolocation.
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http://articles.yuikee.com.hk/newsletter/2013/04/d.html
http://test.articles.yuikee.com.hk/newsletter/2011/11/a.html
http://programme.tvb.com/news/pearlreport/episode/20130429/
http://test.articles.yuikee.com.hk/newsletter/2011/11/a.html
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Note:

The parameter 'Detection' here relates to whether one or more scanners was able to associate

a name with this checksum.
More Information
West Coast Labs

January Hong Kong Honeypot Report
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