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HKMA Warns about Fraudulent Bank of China Email and Cambodian Bar Association
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HKMA Warns about Fraudulent Bank of China Email
and Cambodian Bar Association Website

<web-link for this article>

The Hong Kong Monetary Authority (HKMA) has issued a warning about an e-mail
purporting to be sent from Bank of China (Hong Kong) Limited (BOCHK). The email
provided a link to a page that appeared to be the BOCHK online banking login, but was, in
fact, a fake hosted on the website of the Bar Association of the Kingdom of Cambodia. The
fake webpages (http://bakc.org.kh/its1s/boconlines2ssl/login/index.html and
http://www.bakc.org.kh/km/its1s/boconlines2ssl/login/index.html) had been removed that the
time of writing.

Victims of this scam should contact BOCHK at 3988 2388 and any local police station or the
Cyber Security and Technology Crime Bureau of the Hong Kong Police Force at 2860 5012.

An HKMA spokesperson said, "Members of the public are reminded not to access their
Internet banking accounts through hyperlinks embedded in e-mails, Internet search engines or
suspicious pop-up windows. Instead, they should access their Internet banking accounts by
typing the website addresses at the address bar of the browser, or by bookmarking the
genuine website and using that for access. In addition, banks are not expected to send e-mails
asking their customers to provide their account information (e.g. Internet banking logon
passwords) or verify their account information online. If in doubt, they should contact their
banks”.

More Information

* Fraudulent email purporting to be related to Bank of China (Hong Kong) Limited
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http://articles.yuikee.com.hk/newsletter/2015/03/a.html
http://www.hkma.gov.hk/eng/key-information/press-releases/2015/20150317-3.shtml

Singing for Security

<web-link for this article>

Is it possible to encourage better security practices through music? These lyrics, written by
Yui Kee Chief Consultant, to be sung to the tune of "I am the Very Model of a Modern Major
General" by by Arthur Sullivan, try to highlight some common mistakes:

I am the very model of a modern Office Manager

I am the very model of a modern Office Manager

I control the information and profit most spectacular,

To raise the business profile, engagement is no obstacle

From viral tweet to YouTube channel my likes are astronomical
And when I choose a hashtag all my follows race to retweet it

I understand the trending meme, I honestly do submit
Everything is 2.0, my business is in the clear

My social media presence is trending on the twittersphere

I'm very good at SEO, SMO and KPI

My CTR and CPC your ROI will multiply

Control the information there is profit most spectacular,
I am the very model of a modern Office Manager.

In fact, if I knew how to keep my facebook photos private

And I didn't keep accepting lost fortunes from a tyrant

If I did not keep using password as my password

And memorising passphrases I had mastered

If I knew what phishing, APT and virus were

And didn't keep on clicking on attachments in a blur

In short, if I could keep my information secret, safe, accessible
You'll say this Office Manager is the most professional

So my information security is obviously deficient
But maybe I can learn to be a little more efficient
Control the information there is profit most spectacular,
I am the very model of a modern Office Manager.

The lyrics won the "Better Living Through Technology" section of the individual contest in
the Presias 2015 Lyric Writing Contest.

More Information

* PREsent vour speech in a song 2015 (PRESIAS)
 PRESIAS Lyric Writing Contest

* Presias 2015 Contest Results

* Hold monsters Major-General The Pirates of Penzance
e I Am the Very Model of a Modern Major-General

Yui Kee Computing Ltd. -2- March 2015


http://articles.yuikee.com.hk/newsletter/2015/03/b.html
https://www.youtube.com/watch?t=90&v=zSGWoXDFM64
https://www.youtube.com/watch?v=R1dy44jV8EM
http://www.netmhk.org/#!best-lyric-for-better-living-through-tec/c1m2v
http://netmpresias.wix.com/presias
https://www.facebook.com/events/533094356833649/
http://netmpresias.wix.com/presias
https://www.youtube.com/watch?v=R1dy44jV8EM
https://www.youtube.com/watch?v=R1dy44jV8EM
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